Security and failure resilience
It is a common belief that security and failure resilience are orthogonal in nature. For achieving high failure resilience at the user level, a user should be provided with access to a lot of information, thereby increasing the chances of knowledge attacks. We propose techniques which ensure that user-task assignment is both secure and failure resilient.
Approaches
Exhaustive Search Quadratic Programming (a) Initially, all users are assigned to tasks that they are capable of doing.(∀ k (exec(T k ))) (b) After applying security policy the number of users which can execute the task will decrease. Let the new set be denoted by ∀ k (exec(T k )) pol. (c) Security constraints on users are specified as rules in the rule base. 
If there are n security constraints C = {C 1 ,C 2 ,.,C n }, then all of them (i.e.C 1 /\ C 2 /\.../\C n ) need to be satisfied for secure user-task binding. Convert C into CNF and then find all the solutions that satisfy C. Each solution is represented in the form
where S i is the i th solution and (U') i T k represents the set of users which cannot perform task T k in the i th solution.
is the set of users which can be assigned to task T k in the i th solution. 
Quadratic Programming
Quadratic programming (QP) is a special type of mathematical optimization problem. It is the problem of optimizing (minimizing or maximizing) a quadratic function of several variables subject to linear constraints on these variables.
If Q is a positive semidefinite matrix, then f(x) is a convex function. In this case the quadratic program has a global minimizer if there exists at least one vector x satisfying the constraints. If the matrix Q is positive definite then this global minimizer is unique. For positive definite Q, the Quadratic programming problem can be solved in polynomial time. For negative definite Q the problem is NP complete.
The problem of achieving min K failure resilience while satisfying the security policy and constraints is formulated in the form of a 0-1 quadratic programming problem.
Let T ={T 1 ,T 2 ,….,T n } be a set of n tasks and U ={U 1 ,U 2 ,….,U m } be a set of m users which will be assigned to the tasks. X i j (i = 1,2,….,n; j = 1,2,…,m) is used to denote assignment of user j to task i. X i j is set to 0 if U j is not capable of performing task T i i.e. T i does not belong to cap(U j ). If U j can not be assigned to T i as per the security policy, then also X i j is set to 0. • For operational SoD, if (T 1 ,T 2 , …T q ) is a set of critical tasks all of which can not be done by user U i simultaneously, then at least one of X ji <j=1,2….,q> should be 0, that is X 1i + X 2i +…+X qi ≤ q-1 (2)
• Constraint to achieve min K failure resilience
• Each task should be assigned atleast K users. Therefore,
Objective Function
• To minimize the weighted variance of knowledge gained by users.
• Minimize
Where w i denotes the weight of task i and v j denoted the weight of user j. Knowledge gained by a user by executing the workflow is the weighted sum of knowledge gained in doing its constituent tasks. In order to minimize the risk, any user should not have more knowledge in proportion to its weight. Therefore we should minimize the weighted standard deviation and hence weighted variance.
Therefore, this is a 0-1 quadratic programming problem with linear constraints (1,2 and 3) and convex quadratic objective function(4), which can be solved using any of the available MIQP (mixed integer quadratic programming) solver.
Algorithm for user-task assignment using Quadratic Programming
• K is expected failure resilience.
• Form QPP with constraints 1 or 2 and 3 with objective function (4).
• Solve the resultant QPP with MIQP solver.
• While solution is not feasible
• There exists a task which can not be assigned any user. No solution possible.
• Modify constraint 3 by replacing K with K-1(K=K-1)
• Solve modified QPP with MIQP solver.
• Solution is obtained with failure resilience K.
Results
We carried out our experiments on a 2. 
Quadratic Programming is better
It is evident from the results that formulating the problem as a quadratic programming problem is a better approach as
• It gives solutions quickly • Does not generate redundant solutions.
• As time taken is less, the approach is practically applicable in dynamic environments.
Conclusion
The main focus of this work is to provide failure resilience while satisfying security policy and constraints We have considered task based access control, therefore, we are finding resilient user-task assignment. We are working on extending the current framework for role based access control environments where failure resilient user-role assignment needs to be identified.
